
According to the 2022 Verizon Data Breach 
Investigations Report, 82% of breaches are 
due to human error. The FBI cites as high 
as 95%. Phishing attacks, stolen passwords 
and social engineering are at the top of the 
list for criminals to find their way into your 
mailbox, computer or network.

It is no surprise that Insurance Providers 
have implemented stringent requirements 
for new cyber liability insurance policies and 
renewals. We collected data from eight (8) 
underwriters about their requirements. This 
white paper lays out the top requirements 
common across all or most of them.

8 CYBER DEFENSE 
MUST-HAVES
TO RENEW YOUR 
CYBER LIABILITY 
INSURANCE POLICY
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MULTI-FACTOR AUTHENTICATION

Multifactor authentication or “MFA” has become 
a must-have if you want to be insured in 2022 and 
beyond. Nevertheless, there are a few gotchas you will 
need to be aware of as well. So, continue reading.

First, the obvious. You must have MFA enabled for 

each of your mailboxes. Business Email Compromise 
(BEC) has “enjoyed” being on the top 3 list for cyber 
claim severity. Oh, what a threat actor (TA) can do once 
they have successfully accessed your mailbox!

Business email compromise has cost 
businesses $43 billion since 2016.

MFA for Remote Access
From the eight (8) underwriters we worked with in the 
past 12 months, ALL of them will be requiring their 
insured to have a robust Multi-Factor Authentication 
(MFA) system in place. In addition to MFA on every 
email account, your insurance provider will also be 
requiring all remote access to have MFA enabled as 
well. There has been a plethora of breaches caused 
by vulnerabilities exposed in VPN infrastructure. 
Without MFA, your business could be a sitting duck 
and your insurance providers know this all too well. 
Be prepared and proactively implement this if it is not 
already in place.

MFA on Accounts
And lastly (at least by your insurance company’s 
requirements), you will need MFA enabled for all 
accounts, especially privileged accounts such as 

“admin accounts.” If a threat actor can gain access 
to your Microsoft 365 or Google tenancy as an 
administrator, it provides them the luxury of making all 
sorts of configuration changes that realistically could go 
unnoticed for months.

Did you know?
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A Word of Caution
MFA is only helpful if it is actually required by all users 
across the board. Part of the 82% human error includes 

“misconfigurations”. If your CEO doesn’t want to deal with 
that “pesky” MFA on their mailbox and demands that it be 
removed “temporarily,” then you have a problem. 

“Temporarily” is often times another way of saying 
“forever” and it is exactly that chink in your armor that 
can cause a breach.

Another Word of Caution
It is worth mentioning that you want to do more than 
simply check a box for your insurance questionnaire. 
The goal, I hope you agree, is to defend yourself 
properly from cyber threats that can wreak havoc on 
your business. With that said, it is critical to point out 
that not all MFA standards are the same. For instance, 
SMS based MFA (where you receive a six-digit code via 
text message to your phone) is no longer recommended 
by the National Institute of Standards and Technology 
(NIST) because of the prevalence of “SIM jacking” 
and swapping. This is another tactic used by hackers 
whereby they are able to intercept the text message 
without too much trouble.

The Future of MFA
As stated earlier, all eight insurance companies and 
underwriters that we have met with require MFA to 
renew cyber liability insurance policies due to its 
effectiveness. Cyber defense standards have and 
will continue to take MFA to new levels. For instance, 
Identity Management solutions incorporate MFA into 
this product but also tie it together with Single Sign On 
(SSO), Adaptive MFA and Software Defined Perimeter. 
If you are investing in MFA, your IT leadership should be 
looking to invest in a robust Identity Management solution.

MULTI-FACTOR AUTHENTICATION
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BACKUPS

Great backups are still one of the best responses if you 
are ever faced with a ransomware attack. And, yes, 
ransomware is still a major problem and remains on the 

rise with a 13% increase in 2022 (an increase as large as 
the last five years combined).

Average ransom demand has increased 20%.

Understand that threat actors know that backups 
are the antidote to their poison. So, it makes sense 
that their typical tactics include deleting all traces of 
your backups before they launch their attack. Your 
insurance provider knows this too, which is why they 
will insist on understanding your strategy to protect 
against these common criminal methods.

MFA on Backups
That brings us back to MFA again. There’s no escape! 
MFA should be enabled on the backup management 
interface, and the actual backups and/or vaults. 

Keep things separate
We must get a bit technical here, but it is important to 
point out that this will be required for coverage.

If you are backing up Windows servers, insurance 
providers would like to see your backup appliance or 

servers NOT joined to the same domain.

The administrator accounts that are used to log into 
your backups should be unique (not the same as 
other administrator accounts and not your domain 
administrator account).

Of course, a copy of your backups should be kept on a 
separate network and ideally air gapped so that it is not 
easy for a cybercriminal to get to them. 

Business Continuity Plan
Closely related to backup but not the same is business 
continuity. Your insurance provider wants to know 
you have a good business continuity plan (BCP) so you 
can minimize your losses in the event of a business 
interruption (ransomware or other attack). We will get 
into more of that later when we talk about policies in 
general.

Did you know?
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ENCRYPTION

When it comes to encryption, the insurance 
requirements are not very complex. Encrypt sensitive 
data at rest and in transit, including mobile devices 
and backups. Cyber criminals want your data. When 
a threat actor obtains your sensitive data, simply put, 
they can demand a ransom or publish it on leak sites 
in the public domain or sell it on the dark web to other 
criminal organizations. Even if you have a great backup 
in place, often businesses will pay a ransom just to 
avoid the repercussions of leaked data. Encryption 

alone is not the entire remedy but every bit counts (in 
this case, every encrypted bit counts!).

Here are some things to consider in your encryption 
solution:

 z Full disk encryption

 z File level encryption

 z Mobile phones and tablets

 z Email
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GOVERNANCE, RISK & COMPLIANCE

If your organization falls under some regulatory 
compliance, like HIPAA, FINRA, SEC, or PCI to name 
a few, then the severity of a claim in the event of a 
breach can start to rack up. This is the reason your 
insurance carrier wants to know that you are following 
the requirements and implementing the correct controls 
and policies to ensure compliance.

There are different classifications of data breaches that 
will likely trigger a notification requirement based on 
regulations – all of which include unauthorized access 
to sensitive data. 

That data could be health records, financial records, 
personally identifiable information (PII), etc. 
Additionally, you can face some hefty fines if you are 
found to be in violation of the compliance regulations.

Understanding your compliance requirements and 

what level you need to adhere to is the first step. For 
instance, PCI has 4 levels of compliance depending on 
the number of transactions you process in a year.

There is an increasing number of federal, state and 
local regulations being passed year in and year out. 
You want to be able to answer confidently on your 
insurance application that you are in compliance.

Supply Chain Management
In addition to regulatory compliance, client agreements 
are becoming more stringent as well. With the 
growing numbers of breaches caused upstream and 
downstream in the supply chain, clients are becoming 
more demanding with their trading partners and 
vendors. Be prepared for an increasing number of 
security questionnaires to accompany your agreements. 

In 2022, FBI warns that supply chains are 
increasingly a point of vulnerability.Did you know?
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ENDPOINT PROTECTION

Insurance carriers understand the importance of a solid 
endpoint solution, including mobile devices. Traditional 
antivirus software has proven to be ineffective when it 
comes to proactively stopping the modern techniques 
used by cyber criminals. Next generation endpoint 
protection uses artificial intelligence and deep learning 
to analyze behavior and stop most ransomware attacks 

and other malware payloads in its tracks. This “next 
gen” software also needs to be coupled with a managed 
detection and response (MDR) solution where a 24x7 
security operations center is actively monitoring and 
responding to threats as they unfold. Someone needs 
to watch the barn at all times! 

Traditional antivirus is almost useless  
when it comes to preventing ransomware. 

If malware or a ransomware dropper is downloaded 
– whether an employee fell for a phishing attack or 
inadvertently visited a malicious website – it can 
spread very fast. In less than a few seconds after 
your employee has clicked on an email or a malicious 
file, the ransomware is already spreading. It can then 
traverse other computers and devices on your network 

– and every system it touches will help spread it faster. 
According to a research study conducted by Splunk, a 
ransomware attack can encrypt about 100,000 files 
in just 5 minutes. Multiply that by each device that 
received the payload. And THAT is why your insurance 
carrier cares about your endpoint protection. Some 
carriers want to know which endpoint protection 
products you are using before they will insure you.

Critical Note about Asset Management
If you have a great endpoint protection solution and 
it is only installed on 90% of your computers because 
you lack resources or visibility into your assets, that is 
enough for a threat actor to drive a truck through! The 
solution needs to be installed on absolutely everything.

Did you know?
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SECURITY AWARENESS TRAINING

Insurance carriers want to know that you have a 
security awareness training program in place. Phishing 
remains a successful tactic and major vector used to 
compromise your email account, launch ransomware, 
and precipitate funds transfer fraud.

Security awareness training programs are essential for 
training users how to spot, avoid and report phishing 
attempts. A good program will include monthly phishing 
simulations so that you can validate how effective 

the training is. This is referred to as the phish prone 
percentage. That is the percentage of people in your 
organization that accidentally click on a bad link. From 
the programs we manage for our clients, we have seen 
some initial baseline percentages hovering up around 
25-30%. Scary stuff since it only takes one person to let 
the fox into the hen house.

Effective training typically reduces that number down 
into single digits and as close to 0 as possible. 

82% of data breaches are human related.Did you know?

Spotting, avoiding, and reporting phishing 
attempts are not the only things that a 
good security awareness training program 
should consist of. Role based training is also 
essential. For example, those in charge of 
financial transactions should be specifically 
trained on how to spot funds transfer fraud 
attempts. Human resource departments hold 
the keys to highly sensitive data and would 
do well with data privacy training, etc.

Here is an important fact, though. Cyber 
security is a zero-sum game. If only one 
person in your organization clicks on a link 
and inadvertently hands the keys over to a 
cybercriminal, then you have a breach. No 
one control is a silver bullet to stop a breach. 
A layered cyber defense program is essential. 
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EMAIL SECURITY

You cannot rely solely on your employees to be well 
trained at spotting and reporting phishing attacks. 
Insurance carriers will want to know that you have a 
solid email security solution in place to filter out as much 
threat as possible. Why? Your inbox is a major target 
for threat actors. The proliferation of business email 
compromise (BEC) claims is a good indicator of that.  
 

 

A good email security solution should include at least:

 z Anti-Phishing that uses advanced technology like AI 
and Machine Learning

 z Ransomware and malware detection and prevention

 z Adaptive threat detection

 z User impersonation protection

 z Data Loss prevention

 z Sandboxing attachments and URLs 

It takes more than 100 days for most businesses 
to realize their email has been compromised. Did you know?

Email Banners
Impersonation protection can be as simple as using 
external sender banners. These banners are visual 
indicators added to the top of email messages that let 
you know if the message was sent from someone outside 
your organization. This will help your employees identify 
if someone is trying to impersonate someone else in your 
organization (among other things).
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POLICIES

Although “policies” and “plans” are NOT the same 
thing, at times you will see language in insurance 
questionnaires that might suggest they are. So, for the 
purpose of this white paper, we will speak about a few 
plans and policies that your insurance provider will 
want to see in place in order to provide coverage.

Business Continuity with Disaster 
Recovery (BCP)
A good business continuity and disaster recovery 
plan will contemplate the various events that could 
cause a business interruption and loss of revenue. 
Would you consider ransomware an event that may 
cause a business interruption and trigger a business 
interruption claim? Sure. And that is why they will want 
to know that you have one in place and that you test it 
and update it regularly. 

Incident Response Plan (IRP)
You’ve been breached, now what? The speed and 
efficiency of responding to an event translates into 
hard and soft dollars at the end of the day. Insurance 
providers feel much better knowing you have a plan 
to handle an event if (and most would say “when” it 
occurs). There is no need to reinvent the wheel. The 
National Institute of Standards and Technology (NIST) 
spells out the major elements of what every Incident 
Response Plan should contain. 

 z Preparation

 z Detection and Analysis

 z Containment, Eradication and Recovery

 z Post-Incident Activity

Spoiler Alert! The “Recovery” section will immediately 
refer back to your Business Continuity Plan. 

Written Information Security Policy 
(WISP)
Many states now insist that every business operating 
within their borders has a WISP. Generally speaking, 
it is critical to have this in place for your business or 
organization regardless. And, now, your insurance 
provider wants to know that you have one. Aligning 
your WISP to your compliance requirements is also a 
must (see #4).

Acceptable Use Policy (AUP)
An AUP connects expected behavior (and 
consequences) as it pertains to your WISP. When 
you clearly communicate the expected behavior of 
your employees as they interact in your computing 
ecosystem it can help mitigate the risk of a cyber 
incident. For example, you may have a policy that 
outlines that emailing sensitive information is strictly 
prohibited. Your insurance provider wants to know that 
you have one, you update it and communicate it to your 
employees regularly. 

Wire Transfers
Since the claims activity on funds transfer fraud 
continues to rise year over year, insurance providers 
want to know you have a policy in place on how you 
deal with electronic transfers. It’s not uncommon for 
them to require that you have an out-of-band (OOB) 
authorization process for all transfers over a certain 
dollar amount, say $10,000. A simple solution is to 
just make sure the bank calls someone authorized 
in your organization to verify a transaction before it 
gets executed. By the way, the number the bank calls 
should be an unlisted number and not in anyone’s 
email signature.
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A WORD OF CAUTION
The eight controls listed in this white paper are by no 
means comprehensive. Don’t get me wrong, if you 
didn’t have some of these controls and you implement 
them over the next few months, excellent! You are 
making progress and are likely to obtain coverage.  
But understand that it is the starting point in a more 
robust, mature cyber defense program. Some of the 
other controls that insurance providers are requiring 
but did not make the list include:

 z Business or Enterprise Class Firewalls

 z Network and Password Policies

 z Penetration Testing and Vulnerability Management

 z Supply Chain Management

 z Security Incident and Event Management Systems

 z Computer and Software Patching

 z Intrusion Detection and Prevention

 z Role Based Least Privilege Access

POLICIES
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AN INVITATION TO THE READER
The reason we published this whitepaper was to fortify 
business leaders with the information to make good 
strategic decisions. 

The sustained diffusion of ransomware, extortion and 
other cybercrimes has had a severe impact on the 
Cyber Liability Insurance market. Insurance companies 
have taken some substantial losses in 2021. As a result, 
most have implemented requirements for coverage, 
often with imposing but necessary deadlines.

The short notice and tight deadlines for a cyber 
remediation can often lead to loss of productivity and 
unexpected costs.

Give me six hours to chop  
down a tree and I will spend the  
first four sharpening the axe. 
ABRAHAM LINCOLN

In other words, be prepared. Cyber Defense has 
become a key element in strategic plans and to thrive in 
today’s business climate.

FREE Cyber Risk Assessment To All 
Prospective Clients
One of our Core Values is to “Always Improve” where 
we must provide value to our clients before expecting 
anything in return. That said, as a prospective client, 
we are offering a FREE Cyber Risk Assessment 
designed to provide a foundation for a Cyber Defense 
Strategy for your organization, whether we do business 
together or not.

What this assessment is not…
It’s not a comprehensive risk assessment. A 
comprehensive risk assessment can take months to 
complete depending on the size of your organization 
that often includes conducting multiple interviews with 
varying personnel. As you can imagine, we charge for 
that type of an assessment, if it is needed. The risk 
assessment we are offering is an excellent starting 
point for most organizations that do not already have a 
robust cyber defense program associated with a clear, 
measurable risk score.

The assessment is performed virtually and lasts for 
approximately 90 minutes. During the 90 minutes, 
our goal is to learn about your business, how you 
operate, the systems and processes you use and, most 
importantly, where your vulnerabilities and gaps may 
exist in your cyber defenses.

Once we have gathered all that information and 
analyzed it, we will develop a summary of our findings 
and provide a set of recommendations that you can 
use as a Cyber Defense Roadmap. We will then book a 
follow up meeting to review our findings.

CONTACT US TODAY TO 
SCHEDULE YOUR FREE 
CYBER RISK ASSESSMENT

 
+1 888-782-7003 (USA) 
+41 22 518 2433 (Switzerland/EU) 
or request online at optistar.co/CRA


